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[bookmark: _Toc492908901]6.7	Confidentiality protection of associated delivery procedures 
[bookmark: _Toc492908902]6.7.1	General
The MBMS associated delivery procedures specified in clause 9 of TS 26.346 [13] require the UE to use HTTP protocol to transmit data associated with the MBMS user service for reception reporting and file repair purposes to a HTTP server in the network (i.e., the Reception Report server and File Repair server as defined in TS 26.346 [13]). The information transmitted by the UE using associated delivery procedures may be user privacy (e.g.,  MBMS service the user is listening to, location) and network privacy (e.g., network topology information) sensitive. Therefore, support for confidentiality protection in HTTP is required. 
In order to protect the confidentiality of the privacy sensitive data transmitted by the UE using associated delivery procedures, the UE shall support using HTTP over TLS as specified in RFC 2818 9110 [32XX]. TLS shall be used with server certificates, but the HTTP server shall not request client certificates. 
The support of HTTP over TLS (i.e., HTTPS) for associated delivery procedures is optional in the network. If supported by the network, its use for an associated delivery procedure (i.e., Reception Reporting or File Repair)  is determined by the UE either based on the UE preconfiguration (e.g., based on explicit configuration or on the presence of preconfigured list of trusted root certificates in the UE for the validation of HTTP servers used for associated delivery procedures or based on the reception over an integrity protected channel of an indication to the UE to use HTTP or HTTPS (e.g., User Service Description and/or FLUTE File Delivery Table contains this indication and is delivered individually as, or part of, an integrity protected MBMS Download Service). If the integrity of this indication to use HTTP or HTTPS can be verified by the UE, then this indication shall take precedence over the UE preconfiguration. If the integrity of this indication cannot be verified by the UE, then the UE preconfiguration shall take precedence). The procedures topre configure this information on the UE are outside the scope of the present specification. 
[bookmark: _Toc492908903]6.7.2	TLS Profile
The UE shall support TLS according to the TLS profile given in TS 33.310 [31], Annex E.
The certificates shall comply with the requirements for TLS certificates in clause 6.1 of TS 33.310 [31].
When the UE decides to use TLS, the use of TLS ciphersuite without NULL encryption is mandatory.
NOTE 1:	Without the use of TLS encryption, the use of TLS is not needed as authentication and integrity protection for HTTP procedures is provided using HTTP Digest, cf. clause 6.2. 
Support of certificate revocation and of the related fields in certificates is optional. If supported, the certificate and CRL profiles in clauses 6.1 and 6.1a of TS 33.310 [31] should be followed.
NOTE 2:	The management of Root Certificates is out of scope of the present document.
[bookmark: _Toc492908904]6.7.3	HTTP server authentication
The UE shall authenticate the HTTP server by use of a server certificate. The UE shall match the server name as specified in RFC 2818 9110 [32XX], section 3.1.
The UE shall use a preconfigured list of trusted root certificates for TLS server certificate validation. It is recommended that a separate preconfigured list of trusted root certificates is used with associated delivery procedures. The server certificate validation shall not require manual user interaction.
[bookmark: _Toc492908905]6.7.4	Authentication of the UE
The HTTP server shall not request a certificate in a Server Hello Message from the UE. The HTTP server relies on the HTTP Digest for UE authentication as specified in clause 6.2.
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